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Permission Levels in OneDrive
This training manual will go over how you can access OneDrive and
share content with members using the different permission levels. If
you have any questions about any of this content, or if you would like
any further support using OneDrive please contact the Software &
Application Support Centre via email at sas@smu.ca.

Accessing OneDrive (from the Web)
1. Login to SMUport or Office 365
SMUport Login: Username: s# Password: s# Password
Office 365 Login: Username: SMU Email Password: SMU email
password

Note: If you are logged in with Office 365 you can skip steps 2 - 4

2. SMUport: Click Office 365 Email
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3. Click the App Launcher in top left of page (waffle button)
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4. Inthe App Launcher Click OneDrive
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Sharing Content in OneDrive (from the Web)
1. Under Files, find the document you would like to share. If you
cannot find the document, type the name of the document in
the search bar.

iii  OneDrive P Ssearch ?
= T Upload ¥ 22 Sync £ Automate I Sort v = v @©
My files
0 Name Meodified Modified By File size Sharing
Attachments March 14, 2017 Christopher Paine 0items Private
Files May 20 Christopher Paine 7 items Private
Microsoft Teams Chat Files August 10, 2020 Christopher Paine 148 items Private
Notebooks September 17, 2020 Christopher Paine 1item Private
Test May 20 Christopher Paine 2items Private
D Office Hours in MS Teams .mp4 May 20 Christopher Paine 121 MB Private
2} The Secret Life of Urban Crows _ Seattle Me...  May 20 Christopher Paine 11.5 MB #* Shared

2. Hover your mouse over the file you want to share. Click the three
dots that appear to the right of the document title, and then
choose Share from the drop-down menu.

My files
0 Name ~ Modified ~ Modified By File size Sharing
Attachments March 14, 2017 Christopher Paine 0items Private
Files Open 7 istopher Paine 7 items private
Preview
Microsoft Teams Chat Files aristopher Paine 148 items Private
Notebaoks aristopher Paine 1item Private
Copy link
“Test Manage access ristopher Paine 2items Private
[]  Office Hours in MS Teams .mp4 Download ristopher Paine 121 MB Private
i Delete i i
@ |0l The Secret Life of Urban Crows... & |I| wistopher Paine 11.5MB # Shared
Move to
Copy to
Rename
Automate >
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3. Click People you specify can edit to select your specific sharing

permissions
Send link - X
People you specify can edit
R
Message...
[ send
@© &
Copy link Outlook

Sharing Permissions

By default, People you specify can edit is selected as the permission
level and Allow editing is turned on. If you want people to only view
your files and not be able to make changes, uncheck the Allow editing

check box.

Link settings

‘Who would you like this link to work
for? Learn more

@ Anyone with the link

@ People in Saint Marys University
with the link

@ People with existing access

AN

@ Specific people

Other settings
D Allow editing

© Block download o
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Anyone with the link: Anyone gives access to anyone who receives
this link, whether they receive it directly from you or forwarded from
someone else. This may include people outside of your organization.

Note: For Anyone with the link there is the option to set a
password and expiry date. If you set a password, only those with
the password and the link will be able to access the file. The expiry
date can be used as an “end date" of when access permissions are
removed.

People in Saint Mary's University with the link: Gives anyone in your
organization who has the link access to the file, whether they receive it
directly from you or forwarded from someone else. Anyone with a SMU
email would be able to access or share.

People with existing access: Can be used by people who already have
access to the document or folder. It does not change the permissions
on the item. Use this if you just want to send a link to somebody who
already has access.

Specific people: Gives access only to the people you specify, although
other people may already have access. If people forward the sharing
invitation, only people who already have access to the item will be able
to use the link.
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Link settings

‘Who would you like this link to work
for? Learn more

Anyone with the link

People in Saint Marys University
with the link

) .
'\n_‘é/' People with existing access

Specific people

Other settings

D Allow editing

© Block download @

Allow Editing - If you want people to edit the document to
collaborate, check this box. When you share items with this type of link,
people can edit files, can add files in a shared folder, and can delete
files in a shared folder.

You can also quickly select editing permissions without having to open
the sharing link settings. Simply select the pencil icon next to the To
field, then give the recipients edit or read-only permission.

Recipients can forward the link, change the list of people sharing the
files or folder, and change permissions for recipients. If you're sharing a
folder, people with Edit permissions can copy, move, edit, rename,
share, and delete anything in the folder.

Block Download - This feature allows you to prevent users from
downloading specific file types, including PDFs, Word documents, and
PowerPoint presentations. At this time, it is NOT possible to block
downloads for any video files.

View only - If you only want people to view the document and don't
want people to edit, then keep the Allow Editing box unchecked. You
will also have the option to prevent downloading by toggling the Block
Download switch to On.
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Note: The Block Download feature is not available for videos (i.e., MP4 files). If
you share a video file via OneDrive, it will be able to be downloaded.

4. After you have set-up the permissions, you can now add people.

In the “To: Name, group or email’ field type in the names/emails
of people you want to share the file with.

Send link X

Peaple you specify can edit

| ,-

Can edit
Message... y Make any char

nges
K Can view
Cannot make changes

5. Click “Send" to share content with members. Members will
receive the invitation for the shared content in their email inbox.

Members will also see the shared file appear in their “shared”
section of OneDrive (see next step).

Send link X

People you spacify can view >

Jen Husky <

Jane Husky X

%
<

Message
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6.

If you've selected the permission level Anyone with the link,
People in Saint Mary’s University with the link, or People with
existing access, you can click on Copy link to copy a link to the
file or folder to paste in an email, Teams message, or other
desired location.

To view and or open content you have shared, or someone has
shared with you, click the Shared tab on the left navigation bar.
In this tab you can now see what has been shared with you and
what has been shared by you.

1= sont (

heredityes
#  Shared
[ Name Date Shared | Shared By

@ Recycle bin

Sharing Files from your desktop (applies for both
Windows & Mac!)

1.

2.

Hw

Find the File you want to share in your OneDrive on your
Desktop

Right Click the File

Scroll down and Select Share

Apply desired sharing permissions to member(s)

o000
Tags...

Quick Actions
D Version History
& View Online
Always Keep on This Device
Free Up Space
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Revoke Sharing Access on Shared File
1. In OneDrive, find on the file you want to revoke someone's
access to
2. Next, beside the file name (left side), check off the circle
3. Click the three dots and select Manage access

o 0@ SaintMarys o5, £ Search @ (@)
v Univers —/
= @ Open 2 Share @ Copylink IF Sort X 1selected = )
My files
1  Name Modified Modified By File size
Open
Microsoft Teamns Chat Files
Preview
Notebooks
Share
Files Copy link
PDFs Download
Delete

Move to
n: OneDrive 101 .docx = |:|
Copy to

@ Desktop to OneDrive.docx

Rename
@Y Syncing Files in OneDrive.docx Automate
CSV convertermpd Version history
Details

Multiple Choice Tutorial CSV.mpd4

4. Click the drop-down arrow to reveal who has access to the
document. Click the X beside the person(s) name that you want
to remove access.

i g lSJaivntM.ary-s OneDrive sea & (o)

@7 OneDrive 101 .docx

My files

Manage Access

Name Modified Stop sharing

This link works for D

o Direct access
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Adding Shortcuts to Shared Folders (Moving Shared
Folders into “My Files" in OneDrive)

1. Open OneDrive, on the navigation bar click Shared and then
proceed to click Shared with me

i
- son

2. Under Shared with you, locate the file you want to move into
your My Files of OneDrive. Next, click the check mark beside the
folder you want to move, and then select Add Shortcut to My

Files.
i# a:iir\:te:i?ws OneDrive

o alo
. red list 1 selected D ¥
iers share and collabor

Shared with you

Quick Access [ Name Date Shar red

Shortcut on Shared Files e D Open
Share
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3. Click My Files in the top left of the screen. You will now see the
shared folder located in your OneDrive folder. There will be
small icon located at the bottom of the folder, which will indicate
that you have created a link of your shared folder into My Files
(as shown in the screenshot below).

Note: If you cannot find the shared file in the Shared With You section, you
can search for it using the search box at the top of the screen.
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